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The previous section introduced the field known as the itegers mod p, dented Z, ot GF (p)
Most of the field operations are straightforward, since they are just the ordinary arithmetic
operations followed by remainder on division by p. However the multiplicative inverse is not
intuitive and requires some theory to compute. Ifa is 2 non-zero element of the field, then
can be computed efficiently using what is known as the extended Euclidean algoritm, which
gives the greatest common divisor (ged) along with other integers that allow one to calculate
the inverse. It s the topic of the remainder of this section.

Law GCD-1:

The cryptographer’s first and oldest favorite algorithm is
the extended Euclidean algorithm, which computes the greatest
common divisor of two positive integers a and b and also sup-
plies integers x and y such that x“a + y*b = ged(a. b).

The Basic Euclidean Algorithm to give the gcd: Consider the calculation of the greatest
common divisor (gcd) of 819 and 462. One could factor the numbers as: 819 = 33 -7+ 13
and 462 = 237 - 11, 10 see immediately that the ged is 21 = 3 - 7. The problem with this
‘method is that there is no efficient algorithm to factor integers. In fact, the security of the RSA.
cryptosystem relies on the difficulty of factoring, and we need an extended ged algorithm to
iniplement RSA. Tt turns out that thefe is another better algorithn for the ged — developed 2500
‘ears ago by Euclid (or mathematicians before him), called (surprise) the Euclidean algorithm.
‘The algorithm is simple: just repeatedly divide the larger one by the smaller, and write an
equation of the form “larger = smaller * quotient + remainder”. Then repeat using the two
numbers “smaller” and “remainder”. When you get a 0 remainder, then you have the ged of the
original two mumbers. Here is the sequence of calculations for the same example as before:

819 = 462 - 1 + 357 (Step0)
357 - 1 + 105 (Sepl)
=105 - 3 + 42 (Swepd)

42 -2 + 21 (Step3,s0GCD=21)
=2 -2+ 0 (Sepd)





[image: image2.png]‘The proof that this works is simple: a common divisor of the first two numbers must also
e a common divisor of ll three numbers all the way down. (Any number is a divisor of . sort
of on an honorary basis ) One also has to argue that the algorithm will terminate and ot go on
forever, but this is clear since the remainders must be smaller at each stage.

Here s Java code for two versions of the GCD algorithm: one iterative and one recursive.
(There is also 2 more complicated binary version that i efficient and does not require division)

Java function: ged (two versions)

Public static long gedl(long x, Long ¥
i (y == ) return x
roturn gedliy, =

1

public static long godz(long %, 1ong ¥) {
wntle 1y 1= 0) {
onax - x v
xeyiyex

1

A complete Java program using the above fwo functions is on page 165

The Extended GCD Algorithm: Given the two positive integers 819 and 462, the extended
Euclidean algorithm finds unique integers a and b so that a-819-+1-462 = ged (819, 462) = 21
In this case, (~9) - 819 + 16 - 462 = 21
For this example, to calculate the magic a and b, just work bacicwards through the original

equations, from step 3 back to step 0 (see above). Below are equations, where each shows two
‘mumbers o and b from a step of the original algorithm, and corresponding integers r and y (in
bold), such that - a + y - b = ged(a, t). Between each pair of equations is 2n equation in
italics that leads to the next equation.

14105 + (200 42 = 21 (£xom Step 3 ano

(-204357 + (-2) (3)+105 = (-2)%42 = (-1)*105 + 21 (Step 2 Cines -2)

(204357 4 70105 = 21 (Conbine and simplify previous equation)

74462 4 (7)(-1)+ 357 = 74105 = 2435

74462 + (2914357

(914610 4+ (-0) (-

(914619 + 164462

)

v 2 (Step 1 cines 7)
(Conbine and simpliey previous equation)
- (90387 = (m)ae2 e 20 (Scep 0% (-8))
2 (Simplicy -- the final answer)
1t's possible to code the extended ged algorithm following the model above, first using a
Toop to calculate the ged, while saving the quotients at each stage, and then using a second
Toop as above to work back through the equations, solving for the gcd in terms of the original
two mumbers. However. there is 2 much shorter,tricky version of the extended ged algorithm,
adapted from D. Kauth

————— Javafunction: GCD (extended gcd)
public static longll GCD(leng %, leng y) {
1eng0 w = (1,0, x), v = {0, 1, v, &
wnile (w021 12 0 {
long 7 = utz1 /il

new long13]
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€I = ulh) - vi Ay ulil = Y0 v = e
1

1

A complete Java program using the above function is on page 166

The above code rather hides what is going on, 5o with additional comments and checks, the
ode is rewritten below. Note that at every stage of the algorithm below, if w stands for any of
te three Vectors u, v or ¢, then one has x*w[0] + y*w[1] = w(2]. The function check
erifies that this condition is met, checking in each case the vector that has just been changed.
ince at the end, u [2] i the god, u (0] and u [1] must be the desired integers.

————— Java function: GCD (debug version)
Public static longl] GCD(long , long ¥)

Longll u = new long[3]
lengl] v = new long[3]
longll ¢ = new long(3]

7/ at all stages, if ¥ is any of the 3 vastors u, ¥ or £, then

77" xw(0] 4 ynil] - w(2]  (this is verifisd by "checkh balow)
{1, 0, uf; v = {0, 1, v}
101

7/ vecter initializations: u
wle) = 15 wm = 05wz = x

o vi =17 vz

wnile (w121 1= 0) {
long q = ul2)/v(2]
/1 vestor squation: € = u - wiq
0] = ulo] - vIO)4g; €[ = wll) - vIvg £12] = ui2) - V(A

eneck(x, v, €

/1 vestor squation: u = v,
ale) = viol; = VI urz
71 vestor squation: v = t
VIO = 1017 VLI = €[ VI = el2]; checkix,

1

217 eheck(x, v,

w

1

public static
1E Gowlo] + yhw
Cystem.sxit (1)

vo1d check(long x, long ¥, lengll %) {
w2

1
fere i the result of a run with the data shown above:

a wElwm o owm o viel ovm v
1 o 1 am 1 a0 e

1 1 o 31 2 108
3 a1 2 s 4 7 42
2 3 7 a2 16 21
2 - 16 2 oz s 0
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(2904810 + (164462 = 21

Here s a run starting with 40902 and 24140:

a wElwmowm o viel ovm v
1 0 1 20 1 S e
1 1 g e 4 2 Tmme
2 o 2 mm B -5 208
3 3 S0 -1 1 10
1 1 v e 1 22 ‘e
2 PR s -3¢ 6 6
s -3 51 6 37 -sm 3
2 P 3 om0 120 o

geaa0s02, 24140) = 34
1337) 440802 + (-571) 424140 = 34




